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| IP-PBX needs Public IP
I a@ﬂvtymm{lfﬁmumu NAT (Network Address Translation)

| Redundancy, Load balancing and survivability

[ - : N \
uc Platform Enterprise

SBC Public IP

! - Private IP I
_q Service
\ — = provider

Internet 2 &
= 4 2 B
\_ 4 =

© NEC Corporation 2020 \Orchestrating a brighter world  [NJIEQC


http://www.nwc.edu/web/guest/

SBC tivhlimuniniendauazyiuasusduuuvasdygrmnuandranuliidanule

| SIP Interworking

| Header, URI, number manipulation

| Media transcoding and DTMF interworking

| Transport Mediation and media encryption interworking
| Topology hiding

I NAT and Firewall traversal
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| Access Control

® D0S/DDoS line rate protection, bandwidth throttling, Dynamic Blacklisting

| VoIP Firewall

® RTP pinhole management, Rogue RTP detection and prevention, SIP message policy

| Encryption and Authentication

® TLS, SRTP, HTTPS, SSH, Client/Server SIP Digest authentication, RADIUS Digest

| Intrusion Detection System

® Detect and mitigate VolIP attacks, prevent Theft of Service and unauthorized access

| Privacy, Topology Hiding
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Aag199NLUUNSITaNGa SBC Lﬁﬂ;jizuu Network Qﬂﬁ”’]— 1L1J1 Remote users

| IP addresses get translated when traversing the internet, IP Addresses in SIP
SDP are often local

® Far-end NAT traversal and address manipulation is used to overcome addressing issues (B2BUA)

| Security
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SBC Model and Specification

Specifications

SBC Features BX1000 BX9000
SE———,
———— i -
Max. Signaling/Media sessions 60 250 150 10000*
Max. SRTP-RTP sessions 60 250 150 10000*
Max. Registered users 200 1500 600 75000*
Max. Transcoding sessions No 57 96 1200*
CRP option Yes Yes Yes Yes
SBC Redundancy 1+1 Two box 1+1 Two box No 1+1
Security Interoperability Quality Of Experience
Access control: Dos/DDoS line rate Signal conversion: DTMF/RFC 2833/SIP, \/oice enhancement: transrating,
protection/bandwidth throttling/dynamic T.38 FAX, Packet time conversion RTCP-XR, Acoustic echo cancellation.
blacklisting
V/OIP Firewall and deep packet Wide ITSP and PBX interoperability Packet marking: 802.1p/Q VLAN
inspection tagging, Diff Serv, TOS
Encryption and authentication Header / URI/ Number manipulation Impairment Mitigation
Topology hiding, user privacy Extensive Transcoding and Vocoders Signaling and Media failover
Traffic separation Transport mediation Fixed and dynamic gain control
Intrusion Detection System NAT traversal Call admission control
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« SBC licenses &wsu BX500 ,BX800, BX1000 and BX9000.
« Session licenses (%@mmﬂ’m’m session #lFlunauderdu)

- Registered User licenses
« licenses wdosdolitnseiy SBC fiden u ¥ license gwmiu BX800 ozliaunsminnildsugu BX1000 4.
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SBC — atunelugIuuad Session licenses

| SBC Sessions are based on concurrent SIP signaling sessions
which traverse the SBC.

Office user - call to - external SIP trunk Remote user - call to - external SIP trunk Remote user - call to - Remote user
1 SIP signaling session through SBC 2 SIP signaling sessions through SBC 2 SIP signaling sessions through SBC
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SBC - atunsludinuad Registered User (Remote User)

I i Remote users L%B&l@iﬂﬁ]’mﬂﬂEluaﬂlmy']&ﬂElvd(gl:/ﬁ’]m’liﬂiﬁ/Wﬁ’ﬂ’]ﬂiuU%ﬁﬂN"]‘Hu‘ﬂ’]\‘] internet
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ADL1INTAIWITH License — SIP Trunk LR Remote users

Remote user - call to - external SIP trunk
2 SIP signaling sessions through SBC
-
4

I A70814 UC Platform |
® 1,000 users company /

A
® 100 SIP channel trunk to provider
® suiu Session License dAsiauls do Rl iisey

> 100 SIP sessions licenses for the connection to the provider

® 50 users concurrently remote users
autu License fAgools Ao
> 50 registered user licenses for the remote users
> 10-15 additional SIP session licenses for concurrent remote user calls
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